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PBMA Overview
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The PBMA-KMS hosts a full suite of NASA resources and KM functionalities
supporting missions, programs, and projects across the Agency




KM Architecture
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= |nitial development began in 1998
= Operationally deployed in March of 2001
—1st fully-operational Agency-wide Knowledge Management System
= Supports Program Management, Engineering, and SMA communities
—Fully integrates SMA functions into traditional systems engineering program/project

lifecycle
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KM Theory
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PBMA-KMS was tactically implemented with a focus on the practical
application of KM theory: a systems engineering management approach
and a continual improvement/risk management philosophy

— Knowledge Management Theory
* Focus on People and Processes
» Practical view of new technology as an enabler, not a driver
— Systems Engineering (SE)
* Multiple stakeholder involvement (up-front and across life-cycle)
= Safety & Mission Assurance community
= Program/Project Managers
= Agency IT Security
= Information Assurance/Security
* |ITAR/Export Control Managers
= Human Resource Managers
» Traditional SE approach for implementing IT HW/SW infrastructure
— Risk Management
» Continual Improvement (through CRM)
» Demonstrated Return on Investment (ROI)
» Metrics (qualitative and quantitative)




Program Structure
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= Office of Safety and Mission Assurance (OSMA)

— Bryan O’Connor, Chief, Safety and Mission Assurance, gr:ya;nso}cfnn%r
] . ief, Safety an
IS the Headquarters Executive Sponsor of PBMA Mission Assurance Officer

Executive Sponsor of PBMA
— Stephen Wander serves as Program Champion from

NASA HQ, and provides oversight and program
direction e R

Assessment Division
PBMA-KMS Program Champion

= Managed by the PBMA-KMS Implementation
Manager

Suzanne Otero

— Suzanne Otero, GRC PBMA-KMS Implementation

Manager

= Contract for PBMA support held by ARES
Corporation | 2achary Kantaes

| ARES Corporation
| PBMA-KMS Project Manager




Present Activities / Capabilities
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What is PBMA-KMS Today?
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Knowledge Base: Video Nugget Library
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= Video Nuggets bring the PBMA content to life by capturing the
reality and the passion of the experts

— Provides context to work
pI'OCeSSGS @’ NATIONAL AERONAUTICS AND SPACE ADMINISTRATION [xcLose|

— Learning from stories

— Provides enhanced interaction
and utility for the users, and also
supplement and complement the
PBMA-KMS text.

— The Video Library provides direct

At each of the transitions, as you move through the ad)
life cycle of a program, you should be recognizing
that the environment's changing, and, therefore, the
types of risks are changing, You probably want, at
the beginning of the program, to have identified nisks
agsociated with all life cycles that, as you get into
those various stages, obviously the environment is
different to what you anticipated it would be. So
there's an element of continuous updating and
iterating on that original plan. But more important
than the plan that was developed, that you could
force everybody to leam or to read or to
understand—mare important is to make the process
simple enough that people are thinking, on a day-to-
day basis, about how they can identify nsks and
mitigate those risks. | mean—you almost need
some sort of reward systern, whereby, rather than

people being penalized for identifying problems,
they're rewarded for identifying problems.

access to the full suite of web-ready R .

Framework Location

video interviews, and enables X8 Copty P ot S
PBMA users to find specific video

nuggets by speaker, title, and ==
framework sections.




Knowledge Base: Best Practices Library
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= Transitioning NASA-center knowledge to NASA-wide knowledge

— Each year Best Practices in assurance planning are
solicited from the Center Directors, these include safety S
plans, risk plans, quality plans, etc. e,

DRYDEN HANDBOOK

— Proven program documents that Project Managers,
Facility Managers, Developers, etc. can build upon
and tailor for their projects

CODE S

Dogument Number: GIFTS-01-008
Version 1.0

ersion 1.4
December 21, 2001

ANCE

'SAFETY
:CESS

— Library contains plans, processes, &

:ﬁuh::mﬂm;\.” '.;:\.',:,,‘m er Transform Spectrometer

procedure documents, handbooks, e—— e St
manuals, tools and techniques

Management Plan

SI0N BEFORE USE
CRENCE ONLY

— Diverse scope ranges from overall high

|eve| documeﬂts SUCh as Systems Safety RISK MANAGEMENT PLAN
plans to lower level documents |
addressing fastener integrity T
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Knowledge Base: Program Profiles Library
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= Independent Assessment Reports for
selected NASA programs and projects

Space Shuttle
Ground Operations

United Space Allance
kic: Intiative Implementativn

— Selected reviews of Program/Project N
implementation of SMA functionality =
conducted by HQ OSMA —
— PBMA Framework used as e—
basis for analysis .
= Benchmarking with other government agencies o— “_jf’j':"
and private sector peers ) W
— Learning from the successes and failures &= s
of ourselves and others gl N
— Identifying Best Practices and Lessons Learned

Corporate Center

that can be applied to the NASA environment

— Gap Analysis and Action Plan Development

11



Knowledge Base: System Failure Case Studies Library
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= Addresses engineering failures that have occurred in the past

— Concise summaries include the historical background, underlying issues,
details on problem resolution, and ultimately the applicability of the failure
to everyday issues within the Agency

— Intended to promote an exchange of ideas among project personnel to
examine and improve their own practices

System Failure I
Case Studies sl

D
Systor Failirs ALMOST F’R!E':CT S — \E?INE owu
ok Case Studies [ ¢ =

EETI;:PF:ES 3 SUPERCRITICAL

- ﬁ‘_.

nnnnnnn

procedwe
« RARCTINGE 17 2563300 57 33K POSIN0N
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Knowledge Base: Compliance Verification Tool Kit
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= Compliance Verification (CV) Tool Kit

— CV material compliments the official NASA Policy Directives and Procedural Requirements
(NPD/NPR) located in the NASA Online Directives Information System (NODIS)

— Prepares users for future SMA compliance verification audits
= CV Training Modules
— OSMA Audit Process Overviews (PA&R, IFO, IPS)

— On-site Auditor & Audit Lead Training

— SMA Process Analysis: “How To” Guide
(under development)

= SMA Process Analysis (Maps & Matrices)

— Provides graphical and narrative representation
and tracking of the SMA roles, responsibilities,
and relationships within a given program/project

— Used by program/project management to help B
identify gaps in the SMA requirements

13



Data Systems: Knowledge Registry

National Aeronautics and Space Administration

= Access-to-Agency Experts

— Provides a fully searchable database
of critical skills across the Agency (civil
servant and contractor)

Knowledge Registry

— Integrated with the Competency S—
Management System (CMS) EE 00

14



External Content: Lessons Learned
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= Enables retention and dissemination of corporate knowledge

» Links to selected Lessons Learned data bases
— NASA Lessons Learned Information System
— JSC Lessons Learned Data Base
— DOE Lessons Learned Information Services
— Center for Army Lessons Learned Virtual Research Library
— Other worldwide sites

MI PTMPm orial Ins mute forthe
Prevention of Terrorism

Countering Terrorism with Knowledge

15



Incident Reporting Information System
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Collaboration Tools: PBMA Work Groups & CoPs

National Aeronautics and Space Administration

Technical Overview:

— Secure
» 128-bit encryption
e Authorized to store SBU data

— Tools
* Document Library
* Media Library
 Database
» Calendar
* Polling
* Threaded Discussions
* Real-time Chat
* Mailing Lists
» Action Tracking
— Functions
* Single-Sign-On
e Full-Text Search
* Version Control
* Check-In/Check-Out
* Relational Databases
e Hierarchical Calendars
» Layered Security Model
e Customizable Communities
* RSS Subscriptions




Collaboration Tools: Outreach & Agency Awareness
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The Communities of Practice Workshop is an open forum for discussion on the use
of the PBMA tools and an opportunity to provide feedback to the PBMA

Management Team

On behalf of the NESS group | would like to
thank you for allowing us to attend your PBMA
Workshop. | know that | learned a lot that | had
not known about PBMA.

I was also impressed with the thought that went
into the structuring of PBMA in particular your
matrix of mission phases vs. program
elements. | had been thinking of something
along these lines related to phasing of OSMA
tasking into the systems engineering process
phasing as suggested by the NASA Systems
Engineering Handbook and similar DOD
material. It seems to me that this phasing and
emphasis of OSMA tasks during various
phases is something that has not received
enough emphasis in the recent past perhaps
because the bulk of the NASA effort and the
OSMA focus was on existing or late stage
designs.

Your people certainly have gotten me, for one,
thinking.

Thanks again for your kindness and hospitality.
Joe (Fragola)

CO

Pl
September 11-12, 2001
Washington, DC
22 participants
Educated the PBMA team on
the concept of Communities of
Practice and to developed a
method of mapping

Communities of Practice
throughout all of NASA

CORP I

Date: June 4-5, 2002

Location: Falls Church, VA

31 participants

This workshop will help us
maintain momentum and build
on success; identify what we're
doing right and where we can do
better; and explore and identify
alternative pathways.

= CO

= CO

P 1l
November 18-19, 2003
Newport News, VA
48 participants
Demonstrations of the new and advanced
functions as well as discussions on work
group security.
Guidance on working with ITAR/EAR data
and an overview of a new feature for

sending secure information will also be
presented.

P IV
November 2005
Las Vegas, NV
68 participants
The Communities of Practice workshop
was an open forum for discussion on the
use of the PBMA tools and an opportunity
to provide feedback to the PBMA
Management Team.
Demonstrations on new functionality in
sharing secure information via work
groups and online meetings to support
remote work and large, dispersed work
groups more efficiently were provided.

The CoP Workshops are a powerful mechanism to share new ideas and start
discussions that might otherwise never occur

17



Collaborative Tools: Secure Meeting
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* Real-time Online Remote Meeting and Conferencing Capability
— 128-bit encryption
— Authorized to process SBU data

— Ability to share presentations Joli e B e T T T
between multiple users and O O NG A druGs EmED =
pass control of the meeting e f.i::’.‘fn Lssufn‘i" | :
among attendees j@MPtBMA et o s vt e
— Ability to see and demonstrate g | vty mormaton
applications and files without ol S

Agenda:

the need to have similar software
on attendees PCs (ex. advanced
CAD and modeling simulators can
be viewed by all attendees
regardless of if they own the
software)

— Ability to save transcripts and e T
whiteboard within the presentation

— Built-in meeting scheduling and user invitation

Bl Send

18



Evolution, Growth and Impact

National Aeronautics and Space Administration

7
© 95 GRASSROGTS GRAWTH
'- g

AGENCY IMPACT
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Evolution of PBMA
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= Milestones
— PBMA concept development performed 1998 through 1999

— Deployed in April of 2000, PBMA is the first fully operational NASA-wide multi-functional Knowledge
Management System. Call for Best Practices began in mid-2000

— PBMA Standard Security Work Groups (SSWG) deployed in October of 2000
—  Fully Operational in March of 2001

— Center Rollouts and Communities of Practice Workshops began in 2001

— PBMA Enhanced Security Work Groups (ESWG) deployed in April of 2004

— PBMA Knowledge Registry deployed in May of 2004

— PBMA Secure Meeting deployed in August of 2004

— Enterprise Architecture certification in April of 2005

— PBMA redesigned into NASA Portal affinity August of 2005

MILESTONES

1998 ﬂ 1999 2000 2001 2002 2003 2004 2005 2006
CoNTENT BLOCK UPDATES v v v v v v v v
CENTER ROLLOUTS / COP WORKSHOPS v wv "v v v
CALL FOR BEST PRACTICES v v v
NEw FUNCTIONALITY / SUPPORT Mtranets @ E‘—"i Rameus® V. A , PB MA
AwARDS/OTHER EA
e®gov eSS

20



Agency Compliance
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= |T Security

— PBMA has involved IT Security in all aspects of design and planning for
the functional elements of the PBMA-KMS and PBMA-ESWG

— Utilized 3" party penetration testing on HIGH category systems
— Currently in process for the new 2810 Certification & Accreditation (June

2007)
. . NASA CHIEF INFORMATION OFFICER
= Enterprise Architecture
— The first Knowledge Management Process Based Mission
] 5 B Assurance Knowledge
system to go through the Enterprise oo Management System
Architecture process e o e
— Passed EA certification in April 2005 A1y,
[ty
A f'us = oy-07-0f
Jahn N Deputy Chief I ion Officer Date

21



Metrics and Key Indicators
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= Key Metrics of the Knowledge Management System
— Over 210 Best Practices from 10 NASA locations
— 28 Lessons Learned resource links
— 315 Video Nuggets from 108 individuals
— Over 500 links to various Program/Project Management and SMA resources
— Over 6 Million hits during FY06
» Key Metrics of the Enhanced Security Work Groups
— 100% System uptime
— There are currently 565 Work Groups. L* /N iﬂ
— There are currently 9429 users. 4

— There have been 3760 new users added during calendar year 2006 (1:L1§8 in-the first
3 months of 2007). , N

= Key Metrics of Secure Meeting
— 1714 total users since inception

— Undergoing a major growth surge with 629 user accounts created since the
beginning of the 2007 calendar year.

22



Agency-wide Impact of CoPs

WORKGROUPS BY MISSION/OFFICE

NESC 7%

EXPLORATION
SYSTEMS 4%
il ENGlNEEmNG

J ;—lrﬂfL

\
\AERDNAUTIDE
RESEARGH 49%

SCIENCE 6%

OTHER 55%

SPAGE OPERATIONS 9%

National Aeronautics and Space Administration

WORKGROUPS BY CENTER

ARC 1%
DFRC 3%

CROSS-CUTTING 56%
GRC 8%

/ GF50 3%
.

HE 14%

JPL 1%
Jd50 6%

KEC 3%
LARC 3%
MFS50C 1%

KNOWLEDGE BASE VISITORS BY CENTER

ARC 19%

MFS5C 19%
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Supporting the NASA Safety Center (NSC)
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= Facilitating Human Interaction / Organizational

Learning Aspects of KM Execution tage
. . . . . Close-Out
— Interfacing with institutional and Beiors (earn ater)

program/project-level efforts to @

ensure the continuation of the

SMA Corporate Memory (e.g.,
facilitated Pause and Learn, A
After Action Reviews, Peer Assists) e

= |[ntegrate the various activities in the NSC as a
cross-cutting support function

— PBMA is the conduit for information flow for
the NSC
gfccemgﬁile Asﬁgs;tns]gﬂs h1v2ﬂsi§ihaaltjiot1 ano
fooad® : — Enhances the ability for SMA to present

Engineering and Program/Project Managers
with focused, efficient and effective guidance

24



NSC Communication Initiatives

National Aeronautics and Space Administration

= Use datain the various PBMA-KMS systems to target specific groups
within the Agency.

— Capability to issue targeted:
» Agency Safety Alerts
. I\/I?shaglnveszi/gation Report lessons learned KN AL[PT
* Monthly newsletters
* Notices of training events
* Notices on conferences
= Distribution of Products:
— “Tail Gate Safety Meeting” packages
— Video Nuggets
— Targeted case studies
— Monthly System Failure Case Studies
— NSC weekly Safety Briefs

25



Future Activities
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LESSONS
LEARNED

26



Rely on the Grassroots (Viral), but not exclusively
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= Bottom-up

— Good

» User supported

e Quick to react to user needs
— Bad
Lack of management support
No program funding
Fragmented approach
No defined policy

= Top-down

— Good
¢ Management support
» Unified approach
e Funding
» Defined policy

— Bad
* Mandate

° Slowtoreact PBEMA - A BALANCE OF BoTH
e Potential user resistance

27



Multiple Knowledge Architecture Interfaces

EXISTING

PROCESS BASED MISSION ASSURANCE (PEMA) FRAMEWORK
A Systems Approach for Safety & Mission Success Management

Project Phase

Elements
0.1 Policies.

0.2 Planning

Dediveny and Orgacizing
e T W Hved To
o

0.3 Processes

Doing the Things We
o 7o B0

0.4 Program Control | -
“Chachs and Buisecer u

0.5 Verification and | o.....
Testing S

National Aeronautics and Space Administration

= Adding multiple frameworks to

provide greater utility to multiple
community
— Data organized by:
» Engineering discipline

« System/subsystem element
(e.g., for SSP, Constellation, etc.)

« Science and/or mission focus
* Program/project milestone gate

— Business Unit Architecture
e Customizable web portals

» Users can effectively re-shuffle the deck
and have information delivered in a format
tailored to their needs

PROPOSED
i) Y S —, 1 — 1 — 1 E— N . "1 N—
MCR | MAR | MDR | SRR | SDR | POR | COR | PRR | TAR | PSR | FRR | MRR | ORR | OCR
PHASE 0 PHASE 1 PHASE 2 PHASE 3 TRACKING LOG

28



Meta Tagging / Semantics / Visualization

National Aeronautics and Space Administration

= Incorporate new approaches

to deliver richer views into N
eXIStI ng Content @/ and Space Administration 40:1.::::3“,1

NS NeAS DamS.AFETY D ENTER
" StrUCtu red approaCh to tagglng SMA Center Links Contact Information Mews Search Help

data o
Utl . t . f t SMA Disciplines Software Assurance » Johnson Space CenterGoddard Space Flight Center » Astronautics > Aerospace Technology » 2002
e Hnize exis |ng Inrtormation Systems Safety
Categonzatlon efforts (NASA Reliability and Maintainability

Cuuality Engineering

taxonomy, NEXIOM, PBMA) Software Assurance

to fu”y descrlbe data Operational Safety John Doe
Range Safaty |==' Astronautics Engineer
\ JSC

— Effective for content inside the Pysititam Sty
PBMA-KMS system

1998-present
Show Full Profile

e

)

E‘t o

Organization

Jssc |

Ames Research Center

Glenn Research Center

= Implement a Semantic Search | oo soace i center
capability o Sasee contar | 9]
i“ ” H 1 Langley Research Center | iEsstisnh|
- Concept AWare naVIQatlon Marihgll Space Flight Eﬁemer ‘ | /
— Mixture of inferencing and .| /-

Subject

relationship identification

Aeronautics
Astronautics
Engineering

=  Visualize and deliver Life Sciences

— Variations on social and g ‘
neural networks Asrospace Tecnology ‘

Earth Sciences

— Find connections and deeper Space Scisnces
meaning

b

Date
2000
2001
2002
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Don’t Underestimate Programmatic Overhead

National Aeronautics and Space Administration

= Compliance costs can be prohibitive

— Federal and Agency compliance is unforgiving on
budgets

— Unfunded mandates are the norm.

= Shifting top-level (ex. Mission) priorities can
be challenging

— Regular changes in priorities can cause instability and
confusion in the user base

— Funding priorities can shift rapidly
— Strategic planning is difficult

30



Support and User Interaction is Key

National Aeronautics and Space Administration

= KM systems do not survive without a heavy
dose of the human element. |

— Help Desk and user interaction is
critical to the success of the system

— Over deliver on technical support and
all interactions with the user base.
Users will judge the system by the
people behind it.

— All KM systems will have shortcomings — 7
it is the way those shortcomings are /
dealt with that will determine the
success of the overall effort.

31



Embrace Change

National Aeronautics and Space Administration

= Strategically react to the environment

— Challenging to do in a tight budgetary
environment

— Changes must either integrate with the
existing roadmap, or they should trigger
a reevaluation of the existing direction
= Change for the sake of change is
usually bad
— Don’t implement the latest “widget” without a solid business case

— Use the user community as peer reviewers on concepts prior to
going into prototyping — you might be surprised at what you don’t
need to change.

32



Don’t Let the Inmates Run the Asylum

National Aeronautics and Space Administration

= Programmers should not be driving the KM
system

— Just because the product is delivered via we-based
technologies, doesn’t mean that that the programmers
should be defining program direction.

= Subject Matter Experts should be driving the

system

— Users will want to know if they can trust the content of
your KMS. Make your SME’s a critical part of the
product development and delivery.

— Promote the SME'’s to the user community and allow
them to interact—facilitate this interaction.

33



Don’t Fall in Love with Products

National Aeronautics and Space Administration

= Don’t buy the tool, buy what it does

— Don’t get complacent with a vendor, continue to make
the “build vs. buy” analysis as the system grows.

— Licensing can become prohibitive as the system grows.

— Don’t let success be your undoing (success can Kkill the
budget if proper planning isn’t in place).

34



Marketing - Get the Word Out

National Aeronautics and Space Administration

* To both users and your
customer (in our case
NASA Management).

*= Crucial to keeping management knowledgeable
on the importance of your system. If the facts don't
speak to the importance of your system then you
are doing something wrong.

35



Competition or Parther?

= Work to avoid duplicative
efforts.

= Share resources, knowledge,
lessons learned and best
practices, and keep
communication open.

= Today’s technologies like Web
Services and Semantic Tech
can interface with other
systems to make the sum
greater then the parts.
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National Aeronautics and Space Administration

CONCLUSION
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Guiding principles

National Aeronautics and Space Administration

=  “Mind the Knitting” — Focus on core Agency safety & mission success objectives

= “Steer for the Curve Ahead” — PBMA's strategic philosophy

— “AS-IS” vs. “TO-BE” future-state analysis: anticipation of evolving government and Agency
Enterprise Architecture requirements (e.g., security and integration) and evolving technology

— Resource planning and management
= “Listen to the Work Process” — Bring value based on feedback
» Real time feedback from individual users via the PBMA-KMS web site
— Improved efficiencies, content, and functionality
= “Strive for Excellence” — Managing the PBMA-KMS program
— Feasible, sustainable, and configuration-managed plans
— Documented, capable, and stable processes
— Secure, compliant, and achievable Enterprise Architecture practices
= “Integrate Best of the Best” — Implementation of COTS products
— Continually evaluate the “Make vs. Buy” proposition / tradeoff
— Quarterly technology analyses conducted to anticipate evolutions in KM COTS functionality
— Monthly engagement with academic and industry KM professionals and professional societies
= “Manage with Metrics”
— Perform qualitative and quantitative analyses
— Continuously demonstrate ROI
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